Analysis: European Anti-Terror Sweeps Net 16 Jihadits
Key European al Qaeda Figure Behind Madrid Bombing regted

Summary

Coordinated series of raids in Italy, France, apdisnet 16 Islamic suspects who were aIIegedIy
planning attacks in Iraq and Europe

Some of the suspects had ties to the 3/11 attaddsdrid

French and Italian officials stated that Iragq waes ¢ell’s target; other reports indicate targets
included Paris subway, NATO Headquarters, and EligA@ent Building

Cell consisted of Jordanians, Palestinians, Egypteand Moroccans

Prior to the police raid, cell members were prepato leave and launch attacks in other Europg¢an
countries and Iraq (via Syria)

Arrests took place a few days prior to schedi&delections

Tactics

Cell wanted to model their attack on Madrid, in¢hgduse of cell phones as detonators

In Madrid, terrorists used cell phone alarm featordetonate bomb; one bomb was recovered
because alarm was incorrectly set, a clue whichdetrest of Rabei Osman Sayed Ahmed

In this attack, the suspects planned to use a @nogownloaded from the internet that would
allow cell phone detonators to be activated IBhart Message Service (SMS)

SMS can be used in areas where service is intedu@BMS text message would have acted as a
failsafe against incorrectly set alarms

Rabei Osman Sayed Ahmed

a.k.a. Mohamed the Egyptian, 32, membeEgyptian Islamic Jihad
Former Egyptian Army explosives expert who traiab@aeda members
and helped recruit Madrid bombers at mosques irfSpien
Suspected that he became al Qaeda’s European calemarthe wake of
Abderrazak al-Mahjoub’s arrest
Some evidence that he worshiped at the notoricusbry Mosque in
London and had contact wiheik Abu Hamza al-Masri
Wiretaps of Ahmed indicate possible ties betweéndall andAffia
Siddiqui, a woman that U.S. authorities claim is readyatwycout
chemical attacks in the United States

H . Inthe wiretaps, he discussed “Moutaff,” a womarovnas “prepared
many medicinal products. If she tosses a stickdglséroys an entire American neighborhood.”

Law Enforcement Response

Pursuant to tip from Spain, Italian agents had Adhoneder surveillance for three months

Italian agents tapped his phone and recorded csatiens with network members across Europe
Ahmed was arrested with Yahia Payumi, a 21-yeaEgigptian who claimed to be Palestinian
Wiretaps led Italian, Belgian, and Spanish offiderghe arrest 14 other men in Belgium and Italy
Other Milan wiretaps released last December comalimable information on al Qaeda’s
operations in Europe



Wiretaps contain conversation of Ahmed and anatienber who was poised to strike Paris
Metrostating “He is ready to go to the city [Paris]. eTflan is going well, but controls are tight”
Wiretaps also referred to “small groups ready to cay out suicide attacks”

Implications for New York

Timing of planned attacks indicates that al Qaeillatny to influence Western elections
Yet another example of al Qaeda’s desire to tasgdace transportation systems such as subways
Amtrak and Metro North trains are already equipfegdvireless communication; New York
City’s subway system is not similarly equipped, plains have been discussed

Any proposal to upgrade subway should considerplois

Terrorists may opt to use multiple carriers foruedlancy in case one carrier is not connecting
While al Qaeda may seem to be focused on Iratjllihas the capability to hit Western targets
Activities of this cell once again indicate that@deda will use women to carry out attacks
Project al Zabadi, al Qaeda’s WMD program is stilbperation

The Paris Metro System
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Paris Metro consists of 131 miles of track andiddd, shuttling 3500 cars on a precise schedule
between 380 stations, 87 of these offering conoestbetween lines

6™ largest subway system in the world, carries 6iomiltiders/day (1.2 billion riders/year)

It is said that every building in Paris is withifl@ mile from a Metro station



For more information please contact Peter Patton, Asociate Director of the Center for Tactical
Counterterrorism, on (212) 599-7000 or via email: patton@ manhattan-institute.org




